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        Secure and custom solutions for energy and power infrastructure

        Cyber-physical software and systems for critical infrastructure

        Internet of Things and Arti�cial Intelligence analytics as a service

        Smart city and precision agriculture platforms and solutions

        Internet of Things and Cybersecurity management and consulting

        Privacy and GDPR-compliant software engineering

        Strategic Internet of Things planning for public authorities

MetaMind Innovations designs and delivers secure and customized Internet of 
Things (IoT) applications and services for the energy and power systems, healthcare, 
precision agriculture, smart buildings, and critical infrastructure.

Among specialized IoT application and services, Metamind Innovations o�ers:

Our Mission

        Secure and custom solutions for energy and power infrastructure

        Cyber-physical software and systems for critical infrastructure

        Internet of Things and Arti�cial Intelligence analytics as a service

        Smart city and precision agriculture platforms and solutions

        Internet of Things and Cybersecurity management and consulting

        Privacy and GDPR-compliant software engineering

        Strategic Internet of Things planning for public authorities
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Established in May 2021, MetaMind Innovations is the �rst spin-o� of the Univer-
sity of Western Macedonia. Co-founded by Prof. Panagiotis Sarigiannidis, Director 
of ITHACA Lab, together with PhD students and academic colleagues, MetaMind 
Innovations leverages its deep tech expertise in Cybersecurity, Arti�cial intelli-
gence, Big data, and Smart Applications to deliver smart and custom solutions for 
critical infrastructure and Internet of Things ecosystems. MetaMind Innovations 
works for industries, public authorities, hospitals, energy production, transmis-
sion, and distribution stakeholders, food and animal producers, farmers, and indi-
viduals who need state-of-the-art Next Generation Internet of Things (NG-IoT) 
solutions.

Stemming as a major exploitation output of three H2020 projects (SPEAR – 
787011, SDN-microSENSE – 833955, TERMINET – 957406), MetaMind Innovations 
is forging a new Digital Internet of Things Business Paradigm for post-lignite era 
in Western Macedonia and beyond.

Our Company
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AGROMINDS is a remote monitoring system for precision agriculture that aims to monitor, 
optimize and protect arable land, agricultural land, orchards, tree areas and forest areas.

AGROMINDS

MINDS Federated BOX is a federated solution for detecting and discriminating various threats 
and cyberattacks. Based on network tra�c data and system logs, F-BOX incorporates multiple 
deep intrusion/anomaly detection models into a federated level.

MINDS Federated BOX

M-RADAR is a visual-based intrusion detection and prevention solution, which takes full advan-
tage of signature/speci�cation-based methods, Arti�cial Intelligence (AI) techniques and visual 
analytics in order to detect potential intrusions and anomalies. M-RADAR is composed of sever-
al detectors and open-source cybersecurity-related sensors, such as Snort, Suricata, Nmap, 
OpenWAS and honeypot applications.

MINDS RADAR

The MINDS Controller & Dashboard represents a fault-tolerant Software De�ned Networking 
(SDN) solution in order to convert traditional Information Technology (IT) networks into 
SDN-enabled IT networks. An overall SDN testbed is provided with multiple Aruba and Centec 
SDN switches and industrial equipment emulating actual industrial environments.

MINDS SDN Controller & Dashboard

M-HaaS incorporates multiple honeypot applications organised by a M-HaaS Manager. Τhe 
M-HaaS Manager can orchestrate and deploy an appropriate number of honeypots in a sophis-
ticated manner either by implementing a security game that considers the various computing 
resources or by following a Deep Reinforcement Learning (DRL) procedure interacting with the 
production environment.

MINDS Honeypot as a Service

Our Solutions

M e t a M i n d
Innovations



05

The expected diversity of services, use cases, and applications in I5.0 require a �exible, adapt-
able, and programmable AI architecture that optimises the edge vs cloud AI to maximise the 
performance of the overall system. In the face of this challenge, TALON introduces an AI orches-
trator that envisions transforming the I5.0 into an automated intelligent platform by exploiting 
advances in edge networks and bringing intelligence near sensors, in embedded systems with 
limited computational/storage/communication resources, as well as the integration of 
advanced and adaptive sensors and perception. 

In this direction, TALON’s AI orchestrator maximizes both globally and individual users and 
systems capabilities without violating the design parameters of each application. In particular, 
the orchestrator selects AI datasets, algorithms, metrics and models based on the application. 
This creates a new system architecture that makes the most by jointly optimizing the edge and 
cloud resources, enabling centralized, distributed as well as hybrid intelligence and transform-
ing the AI network into a low-power computer, which will be able to use underutilized (com-
mercial and business) resources.

TALON Horizon Europe
Autonomous and Self-organized Arti�cial Intelligent 
Orchestrator for a Greener Industry 5.0

www.electron-project.eu

www.talon-project.eu/

In the era of hyper-connected digital economies, the smart technologies play a vital role in the 
operation of the Electrical Power and EnergySystems (EPES), transforming it into a new, decen-
tralised model with multiple bene�ts, such as distributed generation, pervasive control, remo-
temonitoring, and self-healing. However, the growing number of cybersecurity incidents in 
EPES promotes the need for shielding against a variety ofthreats, ranging from cyberattacks, 
dynamic and evolving Advanced Persistent Threats (APTs), and privacy violations, to electricity 
disturbancesand severe human errors caused by lack of relevant training. The diverse threats 
that modern EPES are facing require novel and holistic solutionsthat employ cutting-edge 
technologies to detect and mitigate threats, while continuously assessing the dynamic EPES 
environment, ensuringcompliance with the latest cybersecurity standards and training the 
EPES personnel to appropriately respond to cybersecurity incidents andmitigate the human-er-
ror factor.

Considering these, ELECTRON aims at delivering a new-generation EPES platform, capable of 
empowering theresilience of energy systems against cyber, privacy, and data attacks through 
four main pillars (risk assessment and certi�cation, anomalydetection and prevention, failure 
mitigation and energy restoration, and addressing internal threats and gaps through 
AR-VR-based personneltraining and certi�cation), while fostering the cyber protection 
standardisation and certi�cation via three novel authorities, namely the cybersecuritylight-
house, the cybersecurity training and certi�cation authority, and the energy trading centre.

ELECTRON H2020
rEsilient and seLf-healed EleCTRical pOwer Nanogrid

Our Projects
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Improving the critical infrastructure (CI) capacities in preparedness, detection and response 
phases requires the attention to the human factor as well as the collaboration of heteroge-
neous organisations involved in the CI development and operation, ensuring a continuum of 
care, just as it is done for other ICT systems with the adoption of SecDevOps approaches. 
DYNABIC Consortium believes that the adoption of defensive AI and novel approaches to 
continuous business risk management based on enhanced SecDevOps can drastically improve 
critical services resilience. Furthermore, AI-based self-healing and autonomous response 
automation can greatly help to achieve fast and e�cient recovery and enable the provision of 
fully resilient critical services to European citizens. The strategic objective of DYNABIC is to 
increase the resilience and business continuity capabilities of European critical services in the 
face of advanced cyber-physical threats. This objective will be pursued by delivering new 
socio-technical methods, models and tools to support resilience through holistic business 
continuity risk management and control in operation, and dynamic adaptation of responses at 
a system, human and organization planes.

DYNABIC will deliver the DYNABIC Framework that will enable OES to predict, quantitatively 
assess and mitigate in real-time business continuity risks and their potential cascading e�ects. 
Furthermore, it will enable the dynamic autonomous adaptation of critical infrastructures to 
meet Resilience goals through the automatic optimization and orchestration of response 
strategies. The DYNABIC framework will be validated in two types of demonstrations: i) Smart 
Preparedness, prevention and Response to Business Disruption risks in 4 critical infrastructures 
and supply chains (EV charging stations, Critical transport services, Telco services, and Hospital 
services), and i) Smart Preparedness and Response to Cascading Business Disruption risks in 
interconnected CIs.

DYNABIC Horizon Europe
Dynamic business continuity of critical infrastructures on top of 
adaptive multi-level cybersecurity

Arti�cial intelligence (AI) has lately proved to be a coin with two sides. On the one hand, it can 
be leveraged as a powerful defensive mechanism to improve system preparedness and 
response against cyber incidents and attacks, and on the other hand, it can be formidable 
weapon attackers can use to damage, compromise or manipulate systems. AI4CYBER ambi-
tions to provide an Ecosystem Framework of next-generation trustworthy cybersecurity 
services that leverage AI and Big Data technologies to support system developers and opera-
tors in e�ectively managing robustness, resilience, and dynamic response against advanced 
and AI-powered cyberattacks. The project will deliver a new breed of AI-driven software robust-
ness and security testing services that signi�cantly facilitates the testing experts’ work, through 
smarter �aw identi�cation and code �xing automation. Moreover, the project will provide 
cybersecurity services for comprehension, detection and analysis of AI-powered attacks to 
prepare the critical systems to be resilient against them. Incident response support by AI4CY-
BER will o�oad security operators from complex and tedious tasks o�ering them mechanisms 
to optimize the orchestration of the most appropriate combination of security protections and 
continuously learn from system status and defences’ e�ciency.

The AI4CYBER framework will ensure fundamental rights and values-based AI technology in its 
services, through the integration of demonstrable explainability, fairness and technology 
robustness (security) capabilities in the AI4CYBER components. The ecosystem will be validated 
in three scenarios: i) Detection and Mitigation of AI-powered Attacks against the Energy Sector, 
ii) Robustness and autonomous adaptation of Banking applications to face AI-powered attacks 
and iii) Resilient hospital services against advanced and AI-powered cyber-physical attacks.

AI4CYBER Horizon Europe
Arti�cial Intelligence for next generation CYBERsecurity

Our Projects
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The overall aim of the REALM project is to create a collaborative framework for regulatory 
authorities, application developers, healthcare professionals and policy o�cers to co-create 
and evaluate software for medical and healthcare use. We propose to create an inclusive 
platform leading to a transparent ecosystem for evaluation and certi�cation of software in 
healthcare where both the developers and the regulatory (and Health Technology Assessment) 
bodies have access to a standardized set of technology stack and data.

This will be achieved by �rst mapping and analyzing regulations, legislative e�orts and guide-
lines from EU, national bodies and around the world on software in healthcare practice. These 
will guide the roadmap towards building an inclusive, fair and multistakeholder ecosystem. The 
sca�old for an integrated architecture will be developed in collaboration with DARWIN, based 
on standardized data models and optimized data driven methodologies for the e�ective use of 
real-world data (RWD) in healthcare regulatory practice.

Motivated by the aforementioned challenges, the overall aim of NANCY is to introduce a secure 
and intelligent architecture for the beyond the �fth generation (B5G) wireless network. Lever-
aging AI and blockchain, NANCY enables secure and intelligent resource management, �exible 
networking, and orchestration. In this direction, novel architectures, namely point-to-point 
(P2P) connectivity for device-to-device connectivity, mesh networking, and relay-based 
communications, as well as protocols for medium access, mobility management, and resource 
allocation, will be designed. These architectures and protocols will make the most by jointly 
optimizing the midhaul, and fronthaul.

This is expected to enable truly distributed intelligence and transform the network into a 
low-power computer. Likewise, by following a holistic optimization approach and leveraging 
the developments in blockchain, NANCY aims to support E2E personalized, multi-tenant and 
perpetual protection. Finally, to accommodate the particularities of the new RAN that are 
generated due to the use of novel building blocks, such as blockchain, multi-access edge 
computing, and AI, a new experimentally veri�ed network information-theoretic framework 
will be presented.

REALM Horizon Europe
Real-world-data Enabled Assessment for heaLth regulatory decision-Making

NANCY Horizon Europe
An Arti�cial Intelligent Aided Uni�ed Network for Secure Beyond 5G Long 
Term Evolution

The European Commission’s Long-Term Strategy describes a number of pathways that reach 
between 80% and 100% decarbonisation levels. In every pathway a high level of direct and 
indirect electri�cation is envisaged, supported by a large-scale deployment of RES. The Europe-
an power system has to address the residual load variability, on all timescales: from frequency 
response to inter-year �exibility. 

SINNOGENES project aims to develop the Storage INNOvations (SINNO) energy toolkit, a 
complete framework of methodologies, tools and technologies that will enable the grid 
integration of innovative storage solutions beyond the state-of-the art, while demonstrating 
sustainability, technical performance, lifetime, non-dependency on location geographical 
particularities and cost. It will develop successful energy storage business cases and systems 
and deploy them in innovative and ‘green’ energy systems at di�erent scales and timeframes. 
SINNOGENES will target the e�ective integration of innovative energy storage systems and 
value chains at the interface of renewable energies and speci�c demand sectors, while ensur-
ing the compatibility of systems and standards of distributed energy storage for participation 
in �exibility markets. Six pilot projects will take place in Portugal, Spain, Germany, Greece and 
Switzerland while a detailed scalability and replicability analysis will prove the wide impact of 
SINNOGENES project innovations at pan European level.

SINNOGENES Horizon Europe
Storage innovations for green energy systems

Our Projects
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Metamind Innovations provides a holistic solution for clinic management, including telemedi-
cine solutions. Metamind Innovations clinic management solution is an interactive digital 
medical tool for doctors that promotes communication and collaboration with their patients. 

Telemedicine & Clinic Management
Smartphone Application & Dashboard

The RIS Structure of Western Macedonia was created on the initiative of the Regional Develop-
ment Fund of Western Macedonia in the framework of the Act "Creation of Structures to 
support competitiveness, innovation and business extroversion" of the Operational Program 
"Western Macedonia 2014-2020" in order to contribute to the sustainable growth of Region of 
western Macedonia by applying the philosophy of the Smart Specialization Strategy.

In particular, it was created for the monitoring of the Smart Specialization Strategy (RIS3) in the 
Region of Western Macedonia and the interconnection of local government, citizens and 
businesses with higher education and research institutions, in order to utilize the results of 
research and innovation from companies to achieve the sustainable development of Region of 
western Macedonia.

RIS3 Portal
Integrated Information System

www.ergasiapdm.gr

ErgasiaPDM is a website that o�ers an automated link between labor supply and demand. 
Aiming to deal with unemployment in the region of Western Macedonia, ErgasiaPDM o�ers 
unique tools to businesses and job seekers.

By utilising the ESCO European Skills classi�cation, ErgasiaPDM aims to develop a dynamic tool 
to support employment and enhance decision making towards further regional investments. 
This tool can be used to pair job seekers and companies based on job opening features, 
without human intervention and at the same time ensuring the security of personal data.

ergasiaPDM
The employment at the Region of Western Macedonia

Our Projects
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Our Achievements
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MetaMind Innovations

Follow Us

Business Development Department

Vas.Olgas 193 & Zacharia Papantoniou 1
546 46 Thessaloniki, Greece

Email: info@metamind.gr
Tel: +30 2313 252 654 

Research & Development Department

Kila, 501 00 Kozani, Greece
Email: info@metamind.gr
Tel: +30 2461 056 742
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